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DETAILED ACTION 

1. Claims 1-8 and 11-15 are presented for examination. 

2. Claims 1 , 2 and 12 are amended. 

Response to Arguments 

3. Applicant's amendments/arguments filed on 1 1-30-2007 have been fully 
considered but are moot in view of the new ground(s) of rejection. 

4. In the claim sheet presented on 1 1-13-2007, claim 8 has been identified as an 
amended claim, but the text in the claim does not include any changes to the claim. 
Applicants are encouraged to review the claim and if the claim is amended show the 
changes by strike-through (for deleted matter) or underline (for added matter). 

Claim Rejections - 35 USC § 112 

5. The following is a quotation of the second paragraph Of 35 U.S.C. 112 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

:6. Claims 1 and 12 are rejected under 35 U.S.C. 112 second paragraphs for 
following reasons: 

In claim 1, the term "first manipulation means" and " means of 
instructions" is not defined by the claim, the specification does not provide a 
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standard for ascertaining the requisite degree, and one of ordinary skill in the art 
would not be reasonably apprised of the scope of the invention. 

In clainn 12, the term "first manipulation means" is not defined by the 
claim, the specification does not provide a standard for ascertaining the requisite 
degree, and one of ordinary skill in the art would not be reasonably apprised of 
the scope of the invention. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) patent may not be obtained though the invention is not identically disclose or described as set forth in 
section 1 02 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made to 
a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

8. Claims 1-8 and 11-15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kocher (US Patent N0.6278783) in view of Luyster (US Patent NO 6,182,216). 

Regarding claim 1 

Kocher explicitly teaches a countermeasure method in an electronic 
component using a cryptographic algorithm that comprises multiple successive 
rounds of operation with a secret key, (column 12, lines 18-24), wherein at least one 
of the said rounds is implemented with a first manipulating means for supplying an 
output data item from an input data item, (column 6, lines 39-42) and the output data 
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item is manipulated by means of instructions (column 6, lines 47-49) and wherein at 
least one other round of said algorithm is implemented with other manipulation 
means for supplying output data, so that the output data item is unpredictable 
(column 6. lines 39-53). 

Kocher does not explicitly teach said other manipulation means being 
obtained from said first manipulation means by performing an exclusive OR 
operation on said first manipulation means with a random value. However, in an 
analogous art, Luyster teaches other manipulation means being obtained from said 
first manipulation means by performing an exclusive OR operation on said first 
manipulation means with a random value (column 6, lines 39-53 and fig 6. block 
124). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify Kocher to include, other 
manipulation means being obtained from said first manipulation means by 
performing an exclusive OR operation on said first manipulation means with a 
random value. This would have been obvious because a person having ordinary skill 
in the art, at the time the invention was made, would have been motivated to do so 
in order to provide cryptographic systems and methods which are secure and to 
resist attacks by sophisticated algorithms which detect and take advantage of weak 
subkeys to determine the keys of the cryptographic system (column 15, lines 27-39). 



Regarding claim 12 
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Kocher teaches an electronic security component have a 
countermeasure against attacks on a secret key cryptography technique in 
which data is manipulated during multiple successive rounds of a cryptograph 
algorithm, said component comprising: a program memory having stored therein 
a first manipulating means that produces an output value from an input value 
(column 2, lines 35,36) means for generating a random value (column 6, lines 
39-53). 

Kocher does not explicitly teach means for calculating at least one other 
manipulating means by combining said first manipulating means with said 
random value and a processor that executes said algorithm using said first 
manipulating means during some of said multiple rounds and said other 
manipulating means during other rounds of said algorithm. However, in an 
analogous art, Luyster teaches means for calculating at least one other 
manipulating means by combining said first manipulating means with said 
random value (column 6, lines 39-53 and fig 6. block 124) and a processor that 
executes said algorithm using said first manipulating means during some of said 
multiple rounds and said other manipulating means during other rounds of said 
algorithm (column 15-line 63-collumn 16, linell). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify Kocher to include means for 
calculating at least one other manipulating means by combining said first 
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manipulating means with said random value and a processor that executes said 
algorithm using said first manipulating means during some of said multiple 
rounds and said other manipulating means during other rounds of said algorithm. 

This would have been obvious because a person having ordinary skill in the art, 
at the time the invention was made, would have been motivated to do so in order 
to provide cryptographic systems and methods which are secure and to resist 
attacks by sophisticated algorithms which detect and take advantage of weak 
subkeys to determine the keys of the cryptographic system (column 15, lines 27- 
39). 

Regarding claim 2 and claim 5 

Kocher furthermore teaches wherein said algorithm comprises sixteen 
calculation rounds, each round using manipulation means for supplying an output 
data item from an input data item, the output data item being manipulated by 
instruction in the first three and the last three rounds, and wherein said method 
includes the steps of forming a first group comprising at least the first three 
rounds and another group comprising at least the last three rounds, and 
implementing the first group and the last group with an execution sequence using 
the other manipulation means in at least some (see column 9, line 1 -column 10, 
line 38). 
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Regarding claim 3 and claim 4 

Luyster furthermore teaches a countermeasure method wherein four 
groups of successive rounds are formed and said execution sequence is applied 
at least to the:first group and to the last group, wherein the sequence is executed 
in each of the groups (see column 7, lines 16-51). 

Regarding claim 6 

Kocher furthermore teaches a countermeasure method wherein 
each execution of the algorithm includes the steps of drawing a random 
value and calculating said other manipulation means, (column 6, Lines 39-53). 

Regarding Claim 7 

Kocher furthermore teaches a method wherein said 
manipulation means are tables of constants, (column 7, Lines 16-65). 

Regarding claim 8 

Kocher furthermore teaches a method wherein said 
manipulation means are used in combination with an additional exclusive OR 
operation with a value based upon the random value, (column 6, lines 39-53). 

Regarding Claim 11 

Kocher furthermore teaches wherein said random value is 
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derived from one or both of the input and output data of said first manipulation 
means, (column 6, Lines 39-53). 

Regarding claim 13 

Kocher furthermore teaches wherein said first and said other 
manipulating means each comprise a table of constants, (column 7, lines 16- 
65). 

Regarding claim 14 

Kocher furthermore teaches wherein said cryptography technique 
comprises a DES algorithm that is executed in multiple rounds (column 9, lines 
1 -67, column 1 0, lines 1 -39 and column 11, 
lines 41-55). 

Regarding claim 15 

Kocher furthermore teaches the electronic security component of claim 12, 
wherein said component is a chip card, (column 14, lines 1-8), 

Conclusion 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ali Abyaneh whose telephone number is (571) 272- 
7961. The examiner can normally be reached on Monday-Friday from (8:00-5:00). If 
attempts to reach the examiner by telephone are unsuccessful, the examiner's 
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supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
numbers for the organization where this application or proceeding is assigned as (571) 
273-8300 Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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